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Broadband Forum Liaison To: 
3GPP Liaison Coordinator 3GPPLiaison@etsi.org
3GPP TSG SA WG2  
Puneet Jain, 3GPP SA2 Chairman puneet.jain@intel.com
3GPP TSG SA WG3 
Ben Henda Noamen, 3GPP TSG SA WG3 Chairman noamen.ben.henda@ericsson.com 

3GPP TSG SA sub-WG SA3-LI
Alex Leadbeater, 3GPP SA3-LI Chairman alex.leadbeater@bt.com 

CC:
Bernie McKibben  b.mckibben@cablelabs.com
Belal Hamzeh  b.hamzeh@cablelabs.com

From:
Lincoln Lavoie Broadband Forum (BBF) Technical Committee Chair lylavoie@iol.unh.edu  
Liaison Communicated By: 
Manuel Paul, BBF liaison officer to 3GPP manuel.paul@telekom.de
Date: June 25th, 2020
Subject: Uniqueness of FN-RG PEI for Lawful Interception purposes 

[bookmark: _Hlk521881588]Dear colleagues, 

We have received the reply from SA2 to your LS on uniqueness of PEI in certain FN-RG configurations (S2-2003521/ S3i200069) and would like to provide additional clarifications to the SA2 statements, on which we are in full agreement. 
We would like to highlight the reasons why, as explained by SA2, in the wireline context, the most appropriate parameter to identify the target of interception is the Global Line Identifier (GLI). 
The GLI is a unique identifier of the subscription associated with the line where the FN-BRG is connecting.  The attributes forming the GLI are inserted by the W-5GAN, specifically the wireline OLT or DSLAM serving as Access Nodes, which are trusted elements in the provider’s network.  The inserted attributes are required to be network-wide unique per existing BBF standards, meaning each subscriber can be uniquely and unambiguously identified.  
BBF acknowledges that, within the context of wireline-wireless convergence, PEI has been specified in 3GPP TS 23.316 as containing the FN-BRG MAC address. This, in most cases, corresponds to the permanent MAC address configured on the RG by the manufacturer.
Nevertheless, the FN-BRG MAC address should not be considered a trustable attribute for LI, as Government regulations in most countries have strict requirements on ensuring that intercept is only performed for the targeted subscriber and not mistakenly on any other subscriber that is not targeted.  The FN-BRG MAC address is not assured to be unique, due to either manufacturing error, end-user spoofing, etc., and above all not in control of W-5GAN. 
Moreover, it should be taken onto account that, in accordance with several national regulations, the subscriber has the liberty to change its FN-BRG equipment: therefore, it cannot exist a one-to-one association between the subscriber and the MAC address he uses to connect.
Finally, in view of deployments with Layer-2 FN-BRGs (a use case of interest but not yet covered by the specifications), multiple sessions may result for the same household, each with a unique MAC address.  For administrative convenience and accuracy, using the GLI as the intercept identifier ensures all sessions from the same FN-BRG will be subject to LI.
Having said that, we strongly recommend basing the lawful interception of a wireline target on its GLI and not on the PEI indicated in the Registration.
We look forward to continuing our fruitful relationship.

Thanks,
Lincoln Lavoie
Broadband Forum Technical Committee Chair
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